[Ipunoxenue 2
K 00s3aTe/IbHON HHPOPMALITH
JUIA pasMellieHusd Ha calre

MHO®OPMAILIMOHHAS ITAMSITKA
JJISL OBYYAKOLIUXCS JIJISI PASMEIEHUS
HA O©PULHHUAJBHBLIX HHTEPHET-PECYPCAX

C KaXXIbIM roJIOM MOJIOJIEXKH B MHTEPHETE CTAHOBUTHLCS OOJIbIIE, @ IIKOJIb-
HUKM OJIHM M3 CaMbIX aKTHBHBIX I10Jib30Bateneil Pynera. Mexay tem, nomumo
OIPOMHOI'O KOJIH4YECTBA BOBMO}KHOCTCE, HHTEPHET HECCT KU l'[pOGJlEMbl. Jra namsT-
Ka JI0JDKHA TOMO4b TeOe Oe3011acHO HaXO/AUTHCS B CETH.

KomnbrorepHeie BUPYCHI

Kommnpriorepupiii BUpYC - 970 pasHOBHIHOCTH KOMIIBIOTEPHBIX IPOrpaMm,
OTJIUYUTEIbHOW 0COOCHHOCTBIO KOTOPOI ABIACTCS CIIOCOOHOCTL K Pa3MHOKEHHUIO.
B nonoanenue K 3ToMy, BUPYChl MOI'YT MOBPEJAHTH MIH [OJHOCTBIO YHUYTOKHTE
Bce (akiiibl U JaHHBIC, I10JAKOHTPOJIBHBIC M0JL30BATENI0, OT HMEHH KOTOPOro Obuia
3anylleHa 3apaKeHHasi IporpamMma, a TakKe IMOBPEINTb WIIM JaXe YHUYTOKHUTD
OIepallMOHHYIO CHCTeMY cO BceMM GaiiaMu B 1einoM. B OonblIMHCTBE cliyyaes
pacrpoCTpaHsrOTCs BUPYChl Yepe3 HHTEpPHET.

MeTo/1bl 3aLUTEl OT BPEAOHOCHBIX IPOIPAMM:

. Ucnonb3yii coBpeMeHHbIE ONEPALMOHHBIC CUCTEMbI, UMEIOLIUE CCpPbe3-
HBIF YPOBEHb 3alLUTL! OT BPEJOHOCHBIX [IPOrpaMM;

2. IlocTosHHO ycTaHaBiuBail naytu (LMQpOBbIC 3aIUIATKH, KOTOpbIC aBTO-
MaTHYE€CKH YCTAHABIIMBAIOTCA C LE/bI0 A0pabOTKH IpoIrpaMMbl) M Jpyrue 0OHOB-
JIEHUSI CBOCH ONepalMoOHHOH cHcTeMbl. CKauMBaili MX TOJBLKO ¢ O(QUUHAIBHOIO
caiita paspaboruuxa OC. Eciu cyumiecrByer pexum aBroMaTH4ecKoro oOHoBile-
HUs, BKJIIOYH €ro;

3. PaGoraii Ha cBOEM KOMIIBIOTEpE IMO/1 [paBaMM I10JIb30BaTeJIsl, a He aJIMHU-
HHCTpaTopa. ITO HE MO3BOJIUT 6OJ'IblHI-'iI|CTB}’ BPCIOHOCHBIX TIpOI'paMM HHCTAJLIN-
pOBATLCS Ha TBOEM NMEPCOHAILHOM KOMIIBIOTEPE;

4. Mcnonb3yil aHTHBUPYCHBIE [IPOIPAMMHBIE TIPOJIYKTbI W3BECTHBIX MPOU3-
BOJHUTEJICH, C aBTOMATHYECKUM 0OHOBJIICHHEM 0as;

5. Orpannyb GpU3NYECKUI IOCTYI K KOMIBIOTEPY JUIS TOCTOPOHHUX JIMIL;

6. Mcnonp3yii BHeIIHUE HOCUTENH MH(DOPMALIMK, TaKHE KakK (uieluka, JMCK
1K (paiia U3 MHTEPHEeTA, TOJILKO U3 IPOBEPEHHBIX HCTOYHUKOB;

7. He orkpbiBail KoMIIblOTEpHBIE (haiiibl, MOJYYEHHbIE U3 HEHAIECHKHBIX HUC-
TOYHUKOB. Jlaxke Te daiibl, KOTOpbIe NpHUCIan TBOH 3HaAKOMBIHA. Jlydiue yTo4uHu y
HEro, OTIIPAaBJIA/ JIM OH Tede uX.

Ceru WI-FI

Wi-Fi - 910 He BHJ niepe/iaun JaHHbIX, HE TEXHOJIOIUS, & BCCro JIMIb OpeH/,
mapka. Eme B 1991 roay nuzaepianjickas KOMIIaHMA 3apeructpuposajia Oper/



"WECA", 4ro obosuna4ano ciosocoyeranue "Wireless Fidelity", kotopsiii nepe-
BOIMTCS Kak "GecrpoBo/iHasi TOYHOCTE".

Jlo Hamero Bpemen# jlonuia Jipyrasi abopeBuarypa, KoTopas sSBIsSercs TaKoi
Ke TexHosorueil. Dro abOpesuarypa "Wi-Fi". Takoe wnassanue ObUIO JaHO C
HaMEKOM Ha CTaHJapT BeicUIel 3ByKOBO# Texuuku Hi-Fi, uro B nepesoje o3naya-
eT "BbICOKAsi TOUHOCTD",

Ja, decruiaTHbIi MHTEpHeT-10CTY B Kade, OTelsX W a’poroprax ABIsSeTcs
OTJIMYHOM BO3MOKHOCTBIO BbIXOJa B MHTepHeT. HO MHOruMe JKcreprsl CUMTAIOT,
yro oduenoctynueie Wi-Fi cern He spinsiiorcst 6e301acHbIMH.

Cosetsl 110 6e3onacHocTH paboTel B 001e 0Ty HHBIX ceTsax Wi-fi:

1. He nepenasaii coio nuuHyio uadopmanuio yepes odieoctymnmsie Wi-Fi
cetn. Paboras B HHX, JKEJIAaTC/IbHO HC BBOJHTDL ITApOJIK JJOCTYI14, JIOTHHbBI U KaKHe-
TO HOMepa;

2. Micnonp3yii 1 0OOHOBIISIH aHTUBUPYCHBIE IIpOrpaMMbl U Opanamayep. Tem
caMbIM Tbl 00e3onacuib celsi OT 3aKa4Ku BUPYCa Ha TBOE YCTPOMCTBO;

3. Ilpu ucnonb3oannn Wi-Fi otkmoun dynkuunio "O6wuin gocryn K ¢daii-
naM ¥ npuHTepam". Jlannasi GpyHKUMS 3aKpbiTa M0 YMOJYAHUIO, OJIHAKO HEKOTO-
pble [0JIb30BATE/IH aKTHBUPYIOT €€ JUIs yJ100CTBa MCII0/Ib30BaHus B pabore uiu
yuebe;

4. He wucnoassyin nyOnmunsii WI-FI s nepejiaund JMYHBIX JIaHHBIX,
Hallpyumep JUIA BbIX0/a B COLIHaJIbHBIC CETH HIIK B IICKTPOHHYK ITOYTY;

5. Mcnonb3yi Tosbko sammuientoe coeaunenue yepes HTTPS, a ne HTTP,
T.€. IIpu Habope BeO-ajpeca BBOAM UMeHHO "https://";

6. B mobuibnom tenedone orkinoun Gpyukuuio "Tloaxmouenune k Wi-Fi as-
Tomatuveckn". He nonyckaii aBToMaTH4eCcKOro MnoAK/IKOYEHUs YCTPOHCTBA K ce-
M Wi-Fi 6e3 TBoero cornacus.

CoumainbHbie ceTr

CoumnanbHble CeTH aKTHBHO BXOIT B HAILLy )KH3Hb, MHOI'ME JIIOAM paboTaior
¥ JKMBYT TaM IIOCTOSIHHO, a B Facebook yixke 3aperucrpupoBan MuiuiMap/1 4ejioBex,
YTO SBJISETCS OJHOM CE/bMOi BCEX JKMUTEINEH IU1aHeThl. MHOIHE 110JIb30BaTelIn He
[OHMUMAKOT, 4YT0 HHGOPMALMA, pa3sMEUICHHAas UMM B COLIMAJIBHBIX CETAX, MOMKET
ObITh Hali/IcHAa M MCIIO/IB30BaHa KeM YIOJHO, B TOM 4Mcjie He o0s3arennio ¢ Gia-
MMM HaMEpPEeHHIMHU.

OcHoBHBIC COBETBI 110 0€3011aCHOCTH B COLUAIBLHBIX CETAX:

[. Orpannup cnmcoxk jpyseid. ¥ 1eGs B JIpy3bsixX He JIOJKHO OBITHL Clay4daii-
HbIX H HE3HAKOMBIX JIIOJICH;

2. 3aumiiai ¢BoO 4acTHYIO xu3Hb. He ykaspisaii naposiu, reseonbl, ajpe-
ca, 1aTy TBOErO POXKAECHUS W JPYryIO JUUHYIO HH(OPMALHKIO. 3JI0yMbIILIICHHHKH
MOT'YT MCII0JIb30BaTh Jlake HHAOPMALMIO O TOM, KaK Thl U TBOH POIMTENH TUIAHH-
pyeTe NMpOBECTH KaHUKYJIbI;

3. 3amMiai CBOKO peryTaluio - JICPKH ee B YUCTOTe M 3ajaBail cebe Bo-
npoc: xoresn Obl Thl, YTOOBI JPYTHUE MOJIB30BATEIM BHJICIH, YTO Thl 3arpyKaelis”?
[loaymaii, npexjie 4eM 4T0-T0 O11yO/IMKOBATh, HAIIMCATD W 3arPY3UTh;



4. Ecau Tbl rOBOPULIL C JIHOJABMH, KOTOPLIX HE 3Haelllb, He UCHOJIb3YH CBOE
peasbHOe UMs M JPYIYIO JTHYHYIO MHQOPMALUK: HUMS, MECTO JKHUTEIBCTBA, MECTO
y4eObl U npouee;

5. U3Geraii pasmewienus Gororpaduit B Murepuere, rje Thl u300pakeH Ha
MECTHOCTH, 10 KOTOPOH MOXKHO OIPE/ACIMTH TBOEC MECTOIOJIOKEHHE,

6. [lpu perucrpauuu B COUMAIBLHON CETH HEOOXOIMMO HCII0JIB30BATD CIIOK-
HbI€ TIAPOJIH, COCTOSALIME H3 OYKB M LH(P U ¢ KOJIHYECTBOM 3HAKOB He MeHee &;

7. JIns couMalbHON CeTH, IMOYTHl U JAPYIUX CaHTOB HEOOXOJAMMO HCII0JIL30-
BaTh pasHbie napoiu. Toraa eciu teds B3J10OMAIOT, TO 3J0YMBIUUIEHHUKH [10J1y4aT
JOCTYTI TOJILKO K OJJTHOMY MECTY, @ Hé BO BCe cpasy.

DNeKTPOHHBIE JE€HbI'!

DNEeKTPOHHbIE JIEHBI'H - ITO OYeHb YJ00HbBIHA Cr1oco0 riaTeken, 0/(HaKo Cy-
LECTBYIOT MOIUEHHUKH, KOTOPbIC XOTST I10JYUYUTh 9TH JACHbIM.

DIIeKTPOHHBIE JICHBI'M 1105IBUIMCH COBCEM HEJIaBHO M MMEHHO M3-3a 3TOI'0 BO
MHOTHX IOCY/1apCTBax 0 CHUX I10p HE IPOIMCAHO NP0 HUX B 3aKOHAX.

B Poccuu ke oHM (yHKUHMOHMPYIOT M O HUX YK€ IPOIKUCAHO B 3aKOHeE, I/1e
MX pas3/iesIflOT Ha HECKOJIbKO BMJIOB - AHOHMMHBIE M HE aHOHMMHble. PasHuua B
TOM, 4YTO aHOHUMHBIE - 3TO T€, B KOTOPBIX pa3pelaeTcs MPOBOAUThL onepaiun 6e3
MAEHTH(HUKALMY M0JIb30BaTells, @ B HEAHOHUMHBIX MJIeHTH(UKALIMSA 110J1b30BaTEIs
sBIsieTCS 00s513aTeNIbHOM.

Taxxe cineayer paznuuarh 2JIEKTPOHHBIC (PUATHBIE JACHBIM (PaBHbI rocyaap-
CTBEHHBIM BajlOTaM) M 2JIEKTPOHHbIC He(HaTHbIC JAEHbI'W (HE paBHbl rocy/ap-
CTBEHHBIM BalIOTaM).

OcHoBHBIE COBETHI 110 He30nacHoii pabote ¢ MEKTPOHHBIMU JICHbIAMU:

1. [lpuBsiku Kk cuery MoOMIbHBIA TeaedoH. DTo cambli y100HbBIH W ObICT-
phlk cr1oco® BOCCTAHOBHUTD JIOCTYT K cuety. IlpuBasanubliit Tenedon nomoxer, ec-
nu 3a0y/ielllb CBOM IUIATEXKHBIA 11apoJib WMJIM 3aii/ielllb Ha CalT ¢ HEe3HAKOMOI'o
yCTpO#CTBa;

2. Mcnonb3yit ojiHopa3oBble napoiid. [lociie nepexojia Ha yCHIeHHYIO aBTO-
pu3zanuio Tede yxke He OyAeT yrpoKarh OlacHOCTL KpaKy MM [1epexBara 1aTex-
HOI'0 MapoJis;

3. BeiGepu caoxublii naposs. llpecrynnukam Oyaer HE npocTo yrajaarb
CJIOKHBINA Maposb. Hajxexkxupie napoau - 910 napoji, KOTopble COJepKaT He MEHee
8 3HAKOB M BKJIIOYAIOT B ce0si CTPOYHBIC U MPONUCHBIE OYKBbI, IM(PBI U HECKOJ1b-
KO CHMBOJIOB, TAKM€ KaK 3HAK JloJuiapa, ()yHTa, BOCKIMIATEIBHBIM 3HAK M T.IL.
Hanpumep, $tROng!;;

4. He BBOAM CBOM JIMYHBIC JAaHHbBIC HA CAlTaX, KOTOPBLIM HE JIOBEpSEILIb.

DneKTpoHHAs 1oyTa

DNIeKTPOHHAs 1104Ta - ITO TEXHOJOIUS M IIPE/IOCTABIACMbIC €K YCIYTH 110
[epeChUIKE U IOJIYYEHHIO IEKTPOHHbLIX COOOLICHUH, KOTOPBIE paclpeie/IsioTcs B
KOMIBIOTEPHOH ceTH. OOBIYHO JICKTPOHHbIH 110YTOBBIA ALUIMK BBIIJISJUT CI1y-
I0LIMM 00pa3oM: MMs_Iosb30BaTelss(@nuMs_JjioMeHa. Takxke Kpome nepejadu 1po-
CTOro TEKCTa, MMEETCs BO3MOXKHOCTD IIepe/1aBarh (paiibl.

OcHoOBHbIE COBETHI 110 0e3011acHOM paboTe ¢ ICKTPOHHOH 1104TOM:



1. Hamo BbIOparh npaBuibHBbIA 1104TOBBIA cepBuC. B uHTepHeTre ecrb
OrpOMHBIN BBIOOP GECILIATHLIX MOYTOBBIX CEPBUCOB, OJJHAKO JIY4LIe J0BEPATH TEM,
KOI'0O 3Haelllb U KTO MEepBLIH B peHTHHIE;

2. He yxaspiBaii B 1M4HOM noure JimuHyio uHdGopmaiuio. Hanpumep, ayuine
BbIOpaTh "My3blKaibHbId _(anat@" win "poxk2013" Bmecro "remal3";

3. Hcnone3yii aByXdTalHylo aBTOPU3ALMIO. DTO KOIJa [MOMHMO [aposis
HYKHO BBOJIHMTb KO/, IpUCHLIaeMbli 110 SMS;

4. BpiOepu ci10xkHbIH n1apoJib. Jlist Kaxk/10r0 MoYTOBOIO SIIMKE JI0JKEeH ObITh
CBOH HAJIEXKHBIH, YCTOHYHUBBIH K B3JIOMY 1ap0JIb;

5. Eciau ecTh BO3MOMKHOCTH HAIMCaTh CaMOMY CBOH JIMYHBIH BOIPOC, MC-
MOJIb3YH 3TY BO3MOKHOCT;

6. UCrniosib3yi HECKOJILKO MOYTOBBIX SAMIMKOB. IlepBbId Ui YacTHOH nepe-
MUCKH C ajpecaTaMu, KOTOPLIM Tbl J0BEpseilb. DTO EKTPOHHbIA aIpec He HAJI0
MCII0JIb30BAaTh MPH perucTpauuu Ha Gopymax u cairax;

7. He orkpbiBaii aiiibl U Apyrue BIIOKEHHS B NUCbMAax, Jlaxe ecJd OHH
INPUILIIM OT TBOMX Jpy3ei. Jlyuiie yTodHu y HUX, OTIPABIJIM JH OHH Tede ITH
daitnbr;

8. Ilocne oxonyanusi paboTbl Ha IMOYTOBOM CepBHCE I[I€pe)l 3aKpPbITHEM
BKJIQJIKH C caliTOM He 3a0yb HaxaTk HA "Beriitn".

KuGepOy iMHI HIIM BUPTYaJIbHOE U3/1eBaTeIbCTBO

KuGepOysnnunr - npecnenosanue cooOLIEHUSIMH, CO/IEPKALLIAMH OCKOpOIIe-
HUsl, arpeccHio, 3allyruBaHue; XyJIUIraHCTBO; collaibHOoe OOMKOTHpOBAaHHE C T10-
MOLIIbIO Pa3JIMYHbIX HHTEPHET-CEePBUCOB.

OcHoBHbIE cOoBeTbI 110 Oopsde ¢ KHbepOyIIMHIOM:

1. He ©pocaiics B 60ii. JIyuuinii crioco6: nocopetoBatbes kak ceGs BECTH H,
€CJM HET TOro, K KOMY MOXHO OOpaTuUTLCS, TO BHa4yale yCrokouThes. Eciu Tbl
Ha4yHellb OTBe4aTb OCKOPOJEHUSIMM Ha OCKOpOJIeHMs, TO TOJIBKO eue Oouiblie
pa30kKellb KOH(IUKT;

2. Ynpagisii cBoeit kubeppenyraiuei;

3. AHoHuMHOCTb B cetd MHHMMas., CywmecTByIOT CrocoObl BBISCHHTb, KTO
CTOMT 3@ AHOHUMHBIM AKKayHTOM;

4. He crour BecTtH Xynuranckuit obpa3 BupryaibHOH xu3Hu. Murepuer
(GuKcHpyeT Bce TBOM JICHCTBMS M cOXpaHsieT MX. YaaiuTb ux Oyjer Kpaiite 3a-
TPYAHUTEIIBHO;

5. Cobimoaai CBOXO BUPTYAJIbHYIO YeCTh CMOJIOJLY;

6. Urnopupy#t eauuHngHblid HeratuB. OHOpPa30BbIe OCKOPOUTENIbHBIC CO00-
HICHMs JIydlle UrHopuposaTh. OOBIYHO arpeccusi Mpekpailaercs Ha HadajlbHOH
CTalnu;

7. ban arpeccopa. B nporpammax oOMeHa MIHOBEHHBIMH COOOILICHHSMHM, B
COLMAIBHBIX CETAX €CTh BO3MOKHOCTDH OJIOKMPOBKH OTIIPABKK COOOLIEHUH € Ollpe-
JeJIeHHbIX a/IpecoB;

8. Ecuin b1 cBuzerens kubepOyuiunra. TBOM JI@HCTBUS: BLICTYIIUTh [IPOTHB
npeciie/loBarTelis, 1oKasarh eMy, 4ro ero JeHCTBUS OLCHMBAIOTCA HEraTHBHO, 110/1-
JlepiKaTh KEePTBY, KOTOPOH Hy)KHA ICHXO0JIOrMYecKas MOMOLIb, COOOLHUTL B3pOC-
JBIM O (haKTe arpeCcCMBHOIO MOBEACHUS B CETH.



MoOuibHb Tenedon

Cospemennbie cMapTOHbL M ILIAHIIETHI COJlEPKAT B cebe BIIOJIHE B3POCIIbLA
(QyHKLMOHAT, ¥ TENeph OHH MOI'YT KOHKYPHPOBATbH €O CTALMOHAPHBIMU KOMIIbIO-
Tepamu. OJIHAKO, CPEICTB 3ALUUTHI JUIS M0J00HBIX YCTPOHCTB MOKA 0Y4eHb Majio.
Tectuposanue u noMCK ysi3BUMOCTEIl B HUX [IPOUCXOAUT HE TAK MHTEHCHBHO, KAK
st [1K, 1o ke camoe kacaercst 1 MOOWIIBHBIX TIPUIIOKEHHIA.

CoBpemennbie MOOUIIbHBIE Opay3epbl yxKe NPaKTHYECKH JOTHAIH HACTOJb-
HBI€ AHAJIOIM, OJIHAKO paciiMpeHue (YHKIMOHAIA BiedeT 3a co0oi GOIbIIyIo
CJIOKHOCTh ¥ MEHbIIIYIO 3allIMIIeHHOCTb.

Jlaneko He BCe NPOM3BOJIMTENIM BBIITYCKAIOT OOHOBJICHMS, 3aKPbIBAIOLIKE
KPUTUYECKHE YSA3BUMOCTH JUISI CBOMX YCTPOMCTB.

OcnosHbie coBeTbl JUIs Oe30MacHOCTH MOOHIBHOIO TesledoHa:

Huvero ne sisiercs no-nacrosimemy Gecruiatipiv. Byib octopoxkeH, se/ib
Korza tebe npeasaraior GecruiaTHelil KOHTEHT, B HEM MOTYT ObITh CKPBITHI KakKHe-
TO IUIATHBIE YCIIYTH;

Hymaii, npexzae gem ornpasute SMS, doro uiaun Buaeo. Thl TOYHO 3Haelb,
rae ouu OyayT B KOHEYHOM uTore?

Heo0x01umMo 00HOBIIATL ONEpPAIMOHHYIO CHCTEMY TBOCTO cMapT(hoHa;

Mcnonb3yit anTuBUPYCHBIC IPOIPaMMBI JUIsi MOOHJIbHBIX TEIePOHOB;

He 3arpyxaii MpHIOKEHHS OT HEH3BECTHOIO MCTOYHHMKA, BEIAb OHM MOTYT
CoJiepyKaTh BPEJIOHOCHOE IIPOrpaMMHOE obecrieueHune;

Ilocsie Toro kaxk Thl Beliijielib ¢ caiiTa, Ijie BBOAMI JIMYHYIO HHPOPMAIIKIO,
3ai/u B HacTpoMKHU Opaysepa u yaanu cookies;

Hepuonﬂqecxu HpOBCpHﬁ, KaKHe IIaTHBIE YCIYI'H aKTUBHUPOBaHbI HA TBOCM
HoMepe;

JlaBaii cBOH HOMEp MOOM/ILHOrO TeleOoHa TOJILKO JIOJMSAM, KOTOPLIX Tbl
3Haellb M KOMY JIOBEpsielllb;

Bluetooth pomken ObiTh BbIK/IIOYEH, KOTJA Thl HM He MoJib3yelnes. He 3a-
ObIBail HHOI/IA IPOBEPSATH ITO.

Online urpsi

CoBpeMeHHbIE OHJIAMH-UIPbI - ITO KPacOYHbIE, 3aXBaThIBAIOIIKE pa3Biieye-
HH:, Oﬁ'be,ElHHHIO[LIHe COTHH TBICAY YEJIOBCK I10 BCEMY MHPY. MI‘pOKH HCCIICAYIOT
JaHHBIA MM MHUP, OOIIEI0TCs JIPYT € JPYrOM, BBIIOJIHSIOT 3a/aHusl, CPAKAIOTCS C

OIIaYMBalOT A0OHEMEHT MJIM IPHOOPETAIOT KAKHEe-TO OIIHH.

Bce 11 cpeicTBa My T Ha OJUIEP/KAHKUE U Pa3BUTHE MIPbl, & TAKKE HA camy
6€e3011aCHOCTh: COBEPUICHCTBYIOTCS CUCTEMbl aBTOPU3ALINH, BBIITYCKAIOTCS HOBBIE
natyu (UMGPOBLIE 3aIUIATKH JUlsl [IPOIPAMM ), 3aKPbIBAIOTCS YA3BUMOCTH CEPBEPOB.

B nonoOHBIX HMIpax CTOMT onacarbCs HE CTOJBKO CBOMX COINEPHMKOB,
CKOJIbKO KpaKM TBOEI0 [apojis, Ha KOTOPOM OCHOBaHa CHCTEMa aBTOPH3allMH
OOJILLIMHCTBA UIP.

OcHOBHBIE COBETHI 110 6E30I1ACHOCTH TBOCI'O MIPOBOI0 aKKAyHTa:

1. Eciiu apyroii urpok sejier ceOs 110Xo WK co3gaeT Tebe HeNpUATHOCTH,
3a0JI0KMpPYH €ro B CIIMCKE UIPOKOB;



2. IMoxanyiics aJMHHUCTPATOPAM MIPbI HA ILUIOXOE [OBE/JEHHE YTOrO UIPO-
Ka, JKeJIaTeJIbHO IPHJIOKHTb KaKHe-TO 10Ka3aTe/IbCTBa B BUJI€ CKPHHOB;

3. He yxa3spiBait nuuiyio nndopMaiuio B npodaiie uipbl;

4. YBaxail JIpyrux y4aCcTHUKOB 10 UIPE;

5. He ycranaBnusaid Heo(puIMaIbHBIC TATYH U MOJIbI;

6. Mcronp3yit CJI0KHBIE U Pa3HbIC MAPOJIK;

7. Jlaxe BO BpeMs WUIpbl He CTOMT OTK/IIOYAaTh aHTHBHMpYC. [Toka ThI Mrpa-
elllb, TBOH KOMIIBIOTEP MOI'YT 3apa3uTh.

OUIKMHT WM KpaXka JIMYHBIX JaHHBIX

OObruHoOM Kpakel ACHEer M J0KYMEHTOB CErojHsA YK€ HHKOIO HE Y/IMBHILb,
HO C pa3sBUTHEM MHTEPHET-TEXHOJOIMH 3J0YMBILUICHHUKH [IEPEMECTUINCh B HH-
TEPHET, U IIPOAOJDKAIOT 3aHUMATLCA " THIOOMMBIM" J1CJIOM.

Tak nosBHIack HOBasg yrposa: MHTCPHET-MOILICHHHYECTBA WJIH (HUILIKHL,
rjlaBHas 1eJIb KOTOPOI'0 COCTOMUT B [OJYYEHUH KOH(PUIACHIIMAIBHBIX JTAHHBIX MOJIb-
30BaTeie - jioruHoB M naposiedl. Ha anrnuiickom si3bike phishing unraercs kak
umunr (ot fishing - peidHas josis, password - naposs).

OcHoBHbIE cOBeTHI 110 DopbOe ¢ PUITUHTIOM:

1. Cuienm 3a cBouM akkayHTOM. Eciu Thl 110/03peBaciilb, YTO TBOS aHKeTa
Oblia B3/I0OMaHa, TO HEOOXOMMO 3a0JIOKHPOBATh €€ U COOOLIMTh a/IMHHHCTPATO-
pam pecypca 00 3TOM Kak MOXKHO CKopee;

2. Ucnone3yii 6e3onacubie BeO-calThl, B TOM YHUCIIC, HHTEPHET-MAra3uHoOB U
IIOMCKOBBIX CHCTEM;

3. Mcnonp3syi cioxkhble W pasHble napoin. Takum oOpaszom, eciu Teds
B3JIOMAIOT, TO 3JIOYMBILUICHHUKH T0JYYaT J0CTYII TOJIBKO K OJHOMY TBOEMY IIpo-
¢GuIIo B ceTH, a He KO BCeM;

4. Eciu Tebs B310MaIu, TO HEOOXOMMO MPEYNPEAUTh BCEX CBOMX 3HAKO-
MbIX, KOTOpble 100aBiieHbl y Te0s B JIpY3bsiX, O TOM, YTO Te0s B3JOMalud WU, BO3-
MOKHO, OT TBOEro MMeHHM OyJeT pacchbulaThes CIlaM U CCBUIKM Ha (QUINMHIOBBIC
CamnThl;

5. YeranoBu HanexHblii napoib (PIN) na MoOuisHBIA TenedoH:;

6. OTkmoun coxpaneHue napois B Opaysepe;

7. He orkpeiBail daiinbl M JApyrue BIOKEHHUS B IHCbMax, JaxKe eClIH OHH
NPULLUIA OT TBOMX JApy3el. Jlyuuie yTo4HH y HHMX, OTIPaBIsUM JIM OHU Tebe ITH
(anb.

[ludporas penyraums

[{ucdpoBas pernyranusi - 370 HeraTUBHAS WIH [MO3UTHBHAsS WH(OpMaIUs B
cetu o Tede. Komnpomerupyrowmas uudopmanus, pazMellieHHas B MHTepHeTe, MO-
JKEeT cepbe3HbIM 00pa3oM OTpa3sUThCs Ha TBOEH peasibHOW xu3Hu. "Lludposas pe-
mytanus" - 3TO TBOM MMM/DK, KOTOPbIN Gopmupyercst u3 undopmaumu o tede B
HUHTEpHETE.

TBoe MecTo KUTeNbeTBa, yuelbl, TBOe PUHAHCOBOE 110JI0OKEHHUE, 0CODEHHO-
CTH XapakTepa U pacckasbl 0 OJIM3KUX - BCE DTO HAKAIIJIMBACTCS B CETH.

MHorue nojpocTKy JErkOMbICIEHHO OTHOCATCS K IyOJIMKAaUMKU JIM4HONH MH-
¢opmauuu B MurephHere, He MOHMMas BO3MOKHBIX IMocicacTBui, Thl aaxe He



CMOJKEIb J0rafaThes 0 ToM, 4to Gotorpadus, pasMelienHas 5 leT Ha3aj|, cTajia
MPUYUHOMN OTKa3a NpUHATL Tebst Ha paboTy.

KommenTapuu, pasmenienue tBoux Gororpaduii u apyrue AeHCTBHS MOIYT
He MCYE3HYThb Ja)Ke II0CJIe TOro, Kak Thl UX yAalullb. Tel HE 3HACLIb, KTO coXpa-
HHII 9Ty MH(OPMALIMIO, 110114J1a M OHA B [IOMCKOBBIC CHCTEMBI U COXPAHMJIACH JIH
OHa, a riaBHOE: YTO MOAYMAIOT O Tede OKPYKAIOIIKUE JIIOJIM, KOTOPbIe HAMAYT W
yBUIAT 310, HallTi HHQOpMALIMIO MHOTO JIET CITYCTsI CMOKeT JIH000#H - Kak 13 J100-
PBIX NOOYXKAEHUH, TAK U ¢ HAMEepeHHeM [PUYHHHUTL BPEed. DTO MOKET ObITh KTO
YTO/IHO.

OcHoBHbBIE COBETBI 110 3auMTe UPPOBON pery TaLlMM:

1. Tloxymaii, npexjie uem 4to-To myOJIMKOBaThH U repeasarh y ceds B Oiore
HIIA B COLIMAJIbHOM CETH;

2. B Hactpoiikax npoduiis ycTaHOBH OrpaHHYeHHs Ha MMPOCMOTP TBOEro
MpOQHUIIA U ero coaepKUMOro, cieaii ero TobKo "uis apysei";

3. He pasmemtaii u He yka3sbiBail HH(OpMALINIO, KOTOpPash MOKET KOro-iu6o
0CKOpOJISITL MK 00MIKATD.

ABTOpCKOE I1paBo

CoBpeMeHHbIC IIKOJIBHUKHA - AKTHBHBIC 110J1b30BaTE/M LUPPOBOro Mpo-
crpaHcTBa. O1HAKO HajeKo He BCe 3HAKOT, YTO 110Jb30BAHHE MHOTHMM BO3MOKHO-
cTAMH LupoBOro Mupa tpebyer cobitoieHUs [IpaB HAa MHTEILIEKTYAIbHYIO CO0-
CTBEHHOCTb.

Tepmun "unresexTyaabHas cCOOCTBEHHOCTD" OTHOCHUTCS K Pa3iIHYyHbIM TBO-
peHUSM YeJIOBEYECKOro yMa, HauuHasi ¢ HOBBIX M300pereHHid M 3HAKOB, 0003Ha-
4aluMX COOCTBEHHOCTH HA HPOAYKTBI M yCIyI'd, U 3aKaH4yuBas KHuramu, Goro-
rpauaMH, KHHOQHIbBMAMH U MY3bIKQILHBIMH [IPOH3BEACHHUAMH.

ABTOPCKHE IpaBa - 3TO IpaBa HA MHTEJUICKTYalbHYI COOCTBEHHOCTH Ha
IIPOM3BEICHHUS] HAYKH, JIUTEpaTypbl U UCKycCTBA. ABTOPCKHE IpaBa BLICTYIAIOT B
Ka4eCTBe rapaHTHH TOrO, YTO HHTEIICKTYaIbHbIH/TBOPYECKHIA TPyl aBTOopa He Oy-
JIET HANpPaCHbIM, JacT €My CIIpaBeIMBbie BO3MOKHOCTH 3apaboTarh Ha pe3y/ibTa-
Tax CBOEro Tpy/la, MOJYyYUTh U3BECTHOCTHh U npusHanue. Hukro 6e3 pasperneHus
aBTOpa HE MOKET BOCIPOM3BOJMTEL €0 IPOU3BEICHHUE, PACIIPOCTPAHSITE, 1Ty0IrY-
HO JCMOHCTPHpPOBATD, npojasarb, HMIIOPTHUPOBAaTL, IIYCKATL B IIpOKal, II}’GJ]H"H'IU
MCIIOJIHATD, [10Ka3bIBATh/UCIIONHATEL B d(upe wim pasmelnars B Unrepuere.

Hcnoap3oBanue "nuparckoro” nporpaMMHOro odecreyeHusi MOKeT IpuBe-
CTH K MHOTHM PHCKaMm: OT MOTEPU JIAHHBIX K TBOMM aKKayHTam JI0 GJIOKHPOBKH
TBOEI0 yCTPOMCTBA, I/le yCTaHOBJIeHa HelleralibHas rnporpamma. He crout Taxxke
3a0pIBaTh, 4YTO CYLICCTBYIOT JlerajbHble M OecrlaTHble HPOrpaMMbl, KOTOPbIE
MO’KHO HAHTH B CETH.

O noprane

CereBUYOK.pd - TBOI IVIaBHBIH COBETYUK B CETU. 31€Ch Thi MOXKELIb Y3HATH
0 0€30MacHOCTH B CETH IMOHATHBIM M JIOCTYIHBIM A3bIKOM, @ [IPH BO3HMKHOBCHHH
KPUTHUYECKOH CHUTyallMM OOpaTUTLCS 32 COBETOM. A TAKXKE IPUHATH Y4acTHE B
KOHKYpCax M CTaTh CaMbIM HU(PPOBLIM I'PaKIaHUHOM!



